
NIST CSF 2.0
What to Expect



Things to Know

•

•

•

•



CRITICAL INSIGHT DEFENDS 
CRITICAL INFRASTRUCURE



Panelists



There is no 100% Effective Cybersecurity



•

•

•

•

•

•

•

•

•

•

•

What is the CSF?



Vocabulary



Comment period ended

New version out after 5/31 (today)

NIST 2.0



The Old Wheel





What’s IN and what’s OUT in the new NIST CSF?



What’s NEW in the NIST CSF?



Recovery 

Planning

[RC.RP]

Communications

[RC.CO]

Incident 

Analysis

[RS.AN]

Incident 

Management

[RS.MA]

Data Security

[PR.DS]

Awareness 

and Training

[PR.AT]
Awareness & 

Training

[PR.AT]

Identity 

Management, 

Auth and 

Access Control

[PR.AA]

Platform 

Security

[PR.PS]

Continuous 

Monitoring

[DE.CM]

Anomalies 

and Events

[DE.AE]

Improvement

[ID.IM

Asset 

Management

[ID.AM]

Governance 

1.1

[ID.GV]
Risk 

Assessment

[ID.RA]

What does the NIST CSF 2.0 Include?

NIST CyberSecurity 2.0 Framework

Roles & 

Responsibilities

[GV.RR]

Govern Identify Protect Detect Respond Recover

Organizational 

Context

[GV.OC]

Risk 

Management 

Strategy

[GV.RM]
Policies & 

Procedures

[GV.PO] Supply Chain 

Risk 

Management

[ID.SC]

Technology

Infrastructure 

Resilience

[PR.IR] Incident 

Mitigation

[RS.MI]

Incident 

Response 

Reporting & 

Communication 

[RS.CO]



What it's NOT



•

•

•

•

•

•

•

•

•

Usage Example

https://www.hhs.gov/hipaa/for-professionals/security/nist-security-hipaa-crosswalk/index.html
https://www.hhs.gov/hipaa/for-professionals/security/nist-security-hipaa-crosswalk/index.html


•

•

•

•

•

•

•

•

•

•

What is Compliance Crosswalking?

https://www.securecontrolsframework.com/


NIST Spreadsheet Tool



SAMPLE ACTION ITEMS AFTER NIST-CSF BASED ASSESSMENT

• Asset Management
• vCISO, Policies + Procedures, Hardware/Software 

Inventory

• Governance • vCISO + Policy + Change Control

• Risk Management Strategy
• vCISO + Annual Risk Assessment + Compliance +

Policy 

• Identity Management & Access Control
• Access Control Policy, User Provisioning/De-

Provisioning, Identity Management Systems

• Awareness & Training
• SAT + Social Engineering + Phishing Verification 

Service  

• Monitoring & Response • MDR + EDR + Rapid Quarantine + IR



CYBERSECURITY-AS-A-SERVICE

INCIDENT PREPAREDNESS

24X7 THREAT DETECTION & INVESTIGATION

ACTIVE INCIDENT RESPONSE

REGULATORY COMPLIANCE

APPLICATION AND PENETRATION TESTING

VULNERABILITY SCANNING

GAP ANALYSIS AND RISK ASSESSMENTS



Sign Up!



Schedule Time With Mike
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