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Introduction

As a security leader, you 
inevitably balance security needs 
with budget realities. Your 
budget makes it difficult to 
attract and retain qualified 
security professionals.



At the same time, the volume of 
security alerts coming off your 
security products will be 
overwhelming without a talented 
team you trust. One way to solve 
this problem is to hire an MDR 
provider to monitor your network, 
detect and investigate intrusions, 
and assist with rapid response to 
minimize actual loss or 
disruption.



Convincing your organization to 
invest in MDR can take some 
planning. As you prepare to talk 
to the C-Suite, you should

anticipate the need to educate 

them on the overall value 
proposition to the business. You 
should also be ready to develop 
a common vernacular to 
understand how and why MDR 
can produce cost savings 
through lower costs and reduced 
business risk.



With those preparatory tasks in 
mind, here are six tried and true 
steps to help kick off the budget 
conversation, create a value 
proposition, sell MDR based on 
good business sense, and work 
toward a budget goal�

�� Conduct a Risk Assessmen�
�� Or Get Creativ�
�� Lower Dwell Time to Lower the 

Impac�
�� Communicate Full Scope of 

Potential Impac�
�� Highlight Opportunities for Cost 

Avoidanc�
�� Plan for a 1-Year Landing Strip
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1. Conduct a Risk Assessment

For many organizations, the first 
step is to hire security experts to 
perform a thorough risk 
assessment1. When our 
consultants perform an 
assessment, they evaluate your 
organization’s security posture to 
discover gaps that could lead to 
breaches and financial losses. 
For each missing or inadequate 
control2, there’s a chance that 
attackers will exploit it, 
potentially resulting in a negative 
financial outcome. To help 
quantify those outcomes, 
consulting teams will put 
together reports on the following 
financial metrics�

� The true dollar-value impact when 
a disruption occurs to business 
processe�

� The estimated amount of theft that 
could occur through fraud or 
extortion

� The value of your protected 
records in terms of cost to comply 
with breach reporting statutes



The assessment facilitates 
highlighting the specific areas in 
the security program that require 
mission-critical funding. This 
process can also help identify 
areas that can be de-prioritized, 
paving the way to free up 
funding for the new line items. 
When paired with the fact that 
cyber threats are now 
considered foreseeable events, 
you can make a case for MDR by 
illustrating real security gaps.
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2. Or Get Creative

If you cannot budget for a full 
risk assessment (which can be 
expensive), you have 
alternatives.



For example, you may have a 
specific budget limit for signing 
authority to hire consultants for 
small engagements. That 
provides an opportunity to 
leverage the psychology of 
leadership—it’s only believable if 
a consultant says it in a report. 
An inexpensive assessment 
against a standard of practice or 
regulatory standard will very 
likely support your assertion that 
security improvements are 
needed. This is not a risk 
assessment, and it does not 
address the likelihood of an 
event or its impact. 

What it will show are control 
deficiencies, such as the 
monitoring and response 
process. Such a report from an 
objective consulting firm can be 
a powerful ally, and it’s possible 
to get such an assessment for 
less than $10,000.



If that’s still a bit much to budget, 
self-assess. There are many self-
assessment methodologies 
available to compare against 
various standards. One example 
is the Payment Card Industry 
Data Security Standard self-
assessment questionnaire, the 
PCI-DSS SAQ3.
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3. Reduce Dwell Time to Lower the Impact

Having done your risk 
assessment correctly, you know 
that each area of risk is assigned 
a disposition: accept, avoid, 
mitigate through controls, or 
transfer through insurance. 
Altogether, this is your corrective 
action plan. Now that you’ve 
done your math, here’s the 
reality: once reasonable 
preventive controls are in place, 
an investment in impact 
minimization can lower financial 
risk. This solution quantitatively 
reduces risk significantly more 
than additional investments in 
preventive measures that can 
never truly eliminate the full 
probability of an event. This may 
be pure business-speak, but if 
you’ve done your math, you can 
prove what you say.

So instead of adding more 
controls in an attempt to prevent 
cyber incidents, you’d like to 
lower risk to the organization by 
integrating controls that address 
inevitable lapses in prevention. In 
risk management vernacular, 
your request for a detection and 
response service must hone in 
on how it lowers that potential 
impact by reducing dwell time4. 
MDR ensures compromises are 
eliminated within hours and 
never reach the news or the 
regulators. In other words, MDR 
helps to put out grease fires in 
the kitchen before they burn 
down the house. [See Managing 
Risk to Reduce the Impact of a 
Breach5 for additional detail.]
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4. Communicate Full Scope of Potential Impact

Having done your risk 
assessment correctly, you know 
that each area of risk is assigned 
a disposition: accept, avoid, 
mitigate through controls, or 
transfer through insurance. 
Altogether, this is your corrective 
action plan. Now that you’ve 
done your math, here’s the 
reality: once reasonable 
preventive controls are in place, 
an investment in impact 
minimization can lower financial 
risk. This solution quantitatively 
reduces risk significantly more 
than additional investments in 
preventive measures that can 
never truly eliminate the full 
probability of an event. This may 
be pure business-speak, but if 
you’ve done your math, you can 
prove what you say.

So instead of adding more 
controls in an attempt to prevent 
cyber incidents, you’d like to 
lower risk to the organization by 
integrating controls that address 
inevitable lapses in prevention. In 
risk management vernacular, 
your request for a detection and 
response service must hone in 
on how it lowers that potential 
impact by reducing dwell time4. 
MDR ensures compromises are 
eliminated within hours and 
never reach the news or the 
regulators. In other words, MDR 
helps to put out grease fires in 
the kitchen before they burn 
down the house. [See Managing 
Risk to Reduce the Impact of a 
Breach5 for additional detail.]
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5. Highlight Opportunities for Cost Avoidance

Using the risk assessment 
results, you can now compare 
where you are paying for security 
technologies or human resources 
and where your actual security 
gaps are. You may see you are 
spending money that you may be 
able to reduce or even eliminate. 
Those cost savings can help 
make an MDR vendor a 
budget-neutral decision.



Additionally, you may be able to 
replace expensive, existing 
technology if you subscribe to 
MDR. It is important to conduct 
your due diligence on preferred 
MDR providers. Although MDR 
does create several opportunities 
for cost redirection and 
avoidance, the specifics depend 
upon the MDR vendor you select.

Here are several tools that may 
be included in your MDR solution 
and become redundant�
� IDS and signature�
� Automated 

vulnerability-scannin�
� SIE�
� Log retention and 

management



Additionally, there is an 
opportunity cost component to 
the savings that MDR drives. 
Suppose your network engineer 
is spending 50% of her/his time 
investigating security events 
from monitoring systems. In that 
case, you’re paying for that time 
in the security budget already 
(whether or not it exists). While 
the engineer has a split focus, 
s/he isn’t addressing security
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 well, and their ability to keep IT 
projects on track or manage IT 
issues is weakened.



Secondly, from a security 
perspective, the critical 
investigation tasks will not 
receive the attention they 
deserve when an organization 
assigns responsibilities to 
multi-tasking IT staff. Actual 
breaches may slip through 
among the alerts.



Put simply, if an IT team is also 
the security team, the chances of 
them doing a good job in either 
capacity is significantly 
diminished. The analogy 
commonly used from the 
manufacturing industry is 
unplanned work: one hour of 
unplanned, interrupt-driven work 

is cost-equivalent to two hours of 

planned work. Combining that 
cost with the certain opportunity 
cost of delayed IT projects 
means that you may be 
significantly overpaying for 
security and underachieving in 
terms of results. Combining that 
cost with the certain opportunity 
cost of delayed IT projects 
means that you may be 
significantly overpaying for 
security and underachieving in 
terms of results.



Less obviously, when IT staff are 
given security tasks, they receive 
extremely valuable security 
training while simultaneously 
experiencing multi-tasking that 
reduces job satisfaction. 
Considering that these 
employees will be overworked 
and, probably, underpaid, they 
will likely seek greener pastures 
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and higher pay. The job market 
for security professionals is hot. 
Tasking IT staff with security 
tasks can lead to employee 
turnover; this is an artifact of 
market conditions that is 
potentially exacerbated by good 
intentions.



Example of cost avoidance 
calculation�

� Cost avoidance opportunitie�
� % of time IT or security is 

spending tuning, 
investigating, and respondin�

� Opportunity cost to IT 
transformation project�

� Cost of SIEM product (log 
management and 
“correlation”�

� IDS and signature cost�
� Vulnerability scanning costs

Example Estimates (all costs 
annual)




















*Financial figures may vary from 
vendor to vendor

50% of a network 
engineer spent 
on security

$90K for $120K 
engineer+load

10% slide in IT 
projects

$50K on a 
$500K project

Maintenance cost 
of SIEM*

$20,000 for 
$100K product

IDS signatures 
and maintenance 
on SourceFire*

$5,000 

Vulnerability 
scanning

20% of cost of 
Qualys* (e.g.) 
$6,000

Total $171K
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Therefore, if the above numbers 
are reasonably accurate and 
reflective of a company, there’s 
about $150K to work with that 
would essentially make the 
transition to MDR zero cost, with 
the benefit of adding full SOC 
operations and recovering IT 
staff focus to digital 
transformation projects.



Costs for project slippage are 
generally well understood by 
project managers who are 
motivated to minimize those 
slippages – the above is a broad 
example. The bottom line is 
this—multi-tasking your existing 
IT staff results in you overpaying 
and underperforming on security 
monitoring, detection of nascent 
events, and rapid response to 
reduce dwell time. Fortunately, 
this is correctable.

Finally, if you have been 
requesting headcount to perform 
this function, using an MDR 
solution provider can help avoid 
organizational expansion 
altogether and provide an 
equivalent, auditable service at a 
fraction of the internal cost. If 
your own security organization 
experiences a lot of employee 
churn, the costs in additional HR 
engagement and recruiting costs 
are similarly avoidable.
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6. Plan for a 1-Year Landing Strip

If these scenarios ring true for 
your organization, you probably 
have a 1-year runway to get your 
funding approved. Pick your 
preferred budget number and 
work toward it.



It’s very likely that you’ll have to 
prepare the ground far in 
advance of actually planting. As 
you develop your budget, you 
may have to consider biennial 
budget cycles (especially 
common in the public sector), 
existing 3rd party contracts, and 
the difference in availability for 
capital purchases versus a pure 
subscription service.



A reasonable way to come up 
with a number is to review 
pricing models for various 
vendors. Critical Insight prices by 
the user because we know that

there is a reasonably linear 
relationship between the number 
of users interacting with the 
Internet and the frequency of 
security events requiring 
investigation. Pricing varies on 
network and cloud models. For 
more information on pricing 
options for security operations, 
read Detection and Response: 4 
Options for Security Operations8, 
where we’ve included specific 
information about the cost per 
user for managed detection and 
response.
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Conclusion

InfoSec leaders are often 
challenged to create a 
compelling value proposition that 
can be reflected in the budget. In 
order to address impact 
minimization through 
improvements in detection and 
response, successful leaders in 
Information Security have 
mastered the lexicon of risk 
management. By illustrating how 
detection and response 
(including a managed service) 
can significantly reduce the 
overall impact of foreseeable 
security events, leaders can help 
organizations build security 
operations that can handle 
evolving threat actor tactics, 
techniques, and procedures9 
while demonstrating the value of 
the investment.
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